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THE ALTERNATIVE DATA SHARING REVIEW PROCESS  

AND EVALUATION CRITERIA OF WIRAB STAFF,  

WESTERN RESOURCE ADVOCATES,  

NATURAL RESOURCES DEFENSE COUNCIL,  

AND WESTERN GRID GROUP  

 

 

The Western Interconnection Regional Advisory Body Staff, Western Resource Advocates, 

Natural Resources Defense Council, and Western Grid Group are pleased to provide the 

following response to the August 20 draft of the Peak Reliability Universal Data Sharing 

Agreement, Data Sharing Initial Review Criteria, Data Category Table, and Cyber Security 

Verification Checklist.  The purpose of our comments is to provide an alternative to the data 

sharing review process and evaluation criteria as currently proposed.1  

The sharing of data is fundamental to maintaining and enhancing the reliability of the Bulk 

Electric System (BES).  Data sharing is essential to real-time operations, situational awareness, 

event analysis, and long and short-term planning.  Additionally, it is also critical to the type of 

research and development necessary to develop new tools and performance metrics that can 

position the industry to reliably operate in a future that increasingly relies on carbon-free energy 

and new technologies.  Indeed, the sharing of data is an integral component of Peak’s mission as 

set forth in its bylaws. 

Peak Reliability shall support and promote the social welfare by endeavoring to 

ensure reliability by providing real-time interconnection-wide oversight of the 

BES within the Peak Reliability footprint, coordinating necessary real-time and 

seasonal planning and modeling, and ensuring that data critical to the reliable 

and efficient operation of the BES is shared appropriately. [Emphasis added.]2 

However, the sharing of data also poses the possibility that the data may be used inappropriately.  

Therefore, promoting Peak’s reliability mission requires carefully satisfying competing 

objectives: supporting the reliability of current operations by sharing data among operating 

entities to achieve better coordination and enhanced situational awareness; enhancing future 

reliability by sharing data needed to conduct research and develop new metrics, tools and 

products; while also protecting the interconnection from the damage to reliability that data 

sharing and inappropriate release of sensitive data could inflict.   

Our alternative data sharing proposal is premised on the notion that Peak Reliability is best 

positioned to make the ultimate determination of whether a Data Requestor meets the criteria to 

receive data.  Peak’s expert staff, balanced professional board, and involved member participants 

well position Peak to understand and evaluate the potential reliability gains from garnering new 

knowledge and developing new metrics and tools, the ability of a requesting party to protect the 

                                                 
1 We have not at this time provided redlined language to the Peak Reliability Universal Data Sharing Agreement, 

Data Licensing Agreement, or Data Category Table to align them with our proposed alternative. 

2 Bylaws of Peak Reliability, Section 1.2 
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sensitive data it requests, and the potential detriment to the interconnection from the inadvertent 

release of sensitive data.   

Our proposal simplifies data categorization, provides a vetting and appeal process that 

applies equally to disagreements with Peak’s decisions to restrict data or to allow its 

sharing, and places ultimate decision-making authority with Peak.  The following 

documents are attached to these comments: (1) ALTERNATIVE Exhibit A: Peak Data Sharing 

Review Process; (2) ALTERNATIVE Data Sharing Initial Review Criteria; and (3) Response to 

Data Sharing Task Force Comment Form.  
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ALTERNATIVE Exhibit A –Peak Data Sharing Review Process 

 

I. Overview of Data Request Review Process 

 Initial Review: Once a Data Requestor submits a completed Application Package, 

Peak Reliability conducts an initial review process in which it (1) confirms the level 

of data sensitivity being requested, (2) determines the validity of the request, (3) 

evaluates the viability of the requestor, and (4) issues and posts for comment an initial 

recommendation to approve or disapprove the data request. 

 Notice and Comment Process: Following the issuance of Peak’s initial 

recommendation, parties have 30 days to provide comments to Peak.  During the 30-

day period, a Data Sharing Review Group (DSRG) will be convened to serve in the 

event that it is needed.  If no comments opposing Peak’s initial recommendation are 

received, the DSRG is disbanded, and Peak’s initial recommendation becomes its 

final determination. 

 Data Sharing Review Group: If comments opposing Peak’ initial recommendation are 

received, the DSRG will become active.  It will review the written comments, consult 

with the commenters to receive clarification or to obtain their reaction to the 

comments of other parties; advise Peak on whether comments are reasoned and 

supported by facts, and advise Peak on its final determination on the data request.  

The DSRG will submit its advice to Peak on its final determination no later than 30 

days following the end of the comment period.   

 Peak Final Determination: Within 30 days of receiving the DSRG advice, Peak will 

issue its final determination regarding the approval or disapproval of a data request. 

 Appeal Process: Following the issuance of Peak’s final determination, a party 

receiving an adverse decision has 30 days to submit an appeal.  If an appeal is 

received, the Data Request Appeal Panel (DRAP) will be convened and given 45 days 

to render a decision.  The Appeal Panel’s decision is final. 

II. Initial Application   

Peak will dedicate a section of its website to the provision of data-request-related information.  

Information will include: (1) a data categorization document identifying the data collected by 

Peak and its level of sensitivity; (2) a listing of information that must be provided to receive 

Restricted and/or Sensitive data; (3) criteria for evaluating whether a data request is viable; (4) 

criteria for evaluating whether a requesting entity is viable; and (5) the required application fee.  

Data Requestors will submit a completed application and data request package to Peak including 

the specified initial application fee.  The request will include information required to establish 

the sensitivity of the data (e.g. the type, periodicity, and timeframe of the data desired); 

information required to establish the Data Request as valid (e.g., establishing the potential 
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benefit to the interconnection from granting the request); and information required to establish 

the Data Requestor as viable. 

III. Initial Review 

Peak’s initial recommendation regarding the release of the requested data will be based on three 

factors: (1) the sensitivity level of the data; (2) the validity of the request; and (3) the viability of 

the Data Requestor. 

Data Sensitivity Level 

Peak must first determine the sensitivity level of the requested data.  Data is categorized as 

follows: 

 Restricted Data: Restricted Data are data that: (1) are not available from public sources; 

(2) could be directly used to impact the operation of the BES; and (3) if inadvertently 

released, pose a significant threat to the reliability of the BES.   

 Sensitive Data:  Sensitive Data are data that: (1) are not available from public sources; 

(2) are Confidential Data as defined in the NERC Rules of Procedure; or (3) are 

Transmission Function Information as defined by the FERC Standards of Conduct.  

 Non-Sensitive Data: Non-sensitive Data are data that: (1) are available from public 

sources; (2) are not Restricted Data; and (3) are not Sensitive Data.        

If the request is for Non-Sensitive Data, then Peak’s initial recommendation will be to approve 

the data request.  The validity of the request and the viability of the requestor are not factors 

relevant to the release of Non-Sensitive Data.  If the request is for Sensitive or Restricted Data, 

then Peak must evaluate the validity of the request and the viability of the requestor. 

Valid Request 

A request for data will be considered valid if: (1) the objective of the data request is to conduct 

research or develop tools or technologies that have the potential to enhance the reliability of the 

Western Interconnection; and (2) the requested data and the proposed research methodology are 

reasonably aligned to achieve the proposed objective.  

If Peak determines that the proposed use of Sensitive or Restricted Data does not have the 

potential to enhance the reliability of the Western Interconnection, or the requested data is not 

reasonably aligned with the research objective, then Peak’s initial recommendation will be to 

deny the data request.  Requests for Sensitive or Restricted Data will be denied if the request is 

invalid, regardless of the viability of the requestor.  If the request is found to be valid, then Peak 

must evaluate the viability of the requestor. 

Viable Requestor 

There will be a rebuttable presumption that the Data Requestor is viable if one of the following 

conditions are met:  
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 The Data Requestor is a Department of Energy (DOE) Laboratory; 

 The Data Requestor is a research institution that has previously undertaken research for 

the National Security Agency, Department of Defense, or DOE related to national 

security, with its security clearances still in force; 

 The Data Requestor has received appropriate clearance from FERC, with its security 

clearance still in force;  

 The Data Requestor has met or has the ability to meet the then current NERC Cyber 

Security Requirements and has processes in place to comply with the then current FERC 

Rules of Procedure; 

 The Data Requestor has at least $2 million in liability insurance from an insurance 

provider reasonably acceptable to Peak, thereby, demonstrating that the Data Requestor 

has been vetted by the insurance provider and is considered viable by the provider.   

Peak’s Initial Recommendation 

Peak’s initial recommendation will be to approve the data request if: 

 The request is for Non-Sensitive Data; or 

 The request is for Sensitive or Restricted Data and the request is valid and the requestor is 

viable. 

Peak’s initial recommendation will be to deny the request for Sensitive or Restricted Data if: 

 The request is invalid; or 

 The requestor is not viable. 

Peak will post its initial recommendation with an explanation of its decision and supporting 

information on its website.  Peak will notify the Data Requestor, designated Data Providers, 

other Peak Members, and any interested stakeholders of the posting of its initial 

recommendation.  If Peak’s initial recommendation is to approve the request, Peak will also 

provide an estimate of the fee to be charged to the Data Requestor if the request is ultimately 

granted. 

VI. Comment Period and Convening of the DSRG 

Following Peak’s issuance of its initial recommendation, the Data Requestor, Data Providers, 

and other interested parties will have 30 days to comment.  Comments will be posted on the Peak 

website. 

In anticipation that objections to Peak’s initial recommendation may be received, concurrent 

with the posting of Peak’s initial recommendation, Peak will convene a Data Sharing Review 

Group and organize a first meeting to be held soon after the closing of the 30-day comment 

window.   

If no comments opposing Peak’s initial recommendation are received, the DSRG members will 

be alerted that their services are not needed, and Peak’s initial recommendation will become its 

final determination. 
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V. Data Sharing Review Group Process 

If comments opposing Peak’s initial recommendation are received—either from Data Providers 

or other stakeholders objecting to the approval of a request or from non-data-providing members 

or stakeholders objecting to the denial of a request—the DSRG process will be mobilized. 

The DSRG will consist of either (1) one representatives from Class 1, one representatives from 

Class 2 and one representative from Peak’s non-data-providing membership classes, or (2) two 

representatives from Class 1, two representatives from Class 2, and three representatives from 

Peak’s non-data-providing membership classes.  Classes 1 and 2 will be responsible for selecting 

their representative(s), and the non-data-providing membership classes will be responsible for 

selecting their representative(s). 

The DSRG will serve as advisor to Peak.  It will review comments and determine whether they 

are well reasoned and supported by facts.  It will consult with the commenters to receive 

clarification or to obtain their reaction to the comments of other parties.  Finally, the DSRG will 

advise Peak on its final determination to approve or deny the request.  The DSRG will submit its 

advice to Peak within 30 days of the close of the comment period.   

The DSRG will conduct itself in an open and transparent manner, and all meeting of the DSRG 

will be public.  Peak Reliability is incorporated in Utah, which has strict rules regarding the 

closure of public meetings.  Under Utah law, closing a public meeting to facilitate discussion is 

not lawful; the only legitimate reason to close a meeting of the DSRG would be to protect 

confidential information.  However, since the role of the DSRG is to address the issues 

associated with data release rather than a review of the data itself, closing a meeting to review 

confidential data appears avoidable.   

VI. Peak Final Determination  

Within 30 days of receiving the advice of the DSRG, Peak will issue its final determination 

regarding the approval or denial of a data request.  In reaching its final determination, Peak will 

give considerable weight to the recommendation of the DSRG.   

Peak’s final determination will be to approve the data request if: 

 The request is for Non-Sensitive Data; or 

 The request is for Sensitive or Restricted Data and the request is valid and the requestor is 

viable. 

Peak’s final determination will be to deny the request for Sensitive or Restricted Data if: 

 The request is invalid; or 

 The requestor is not viable. 

Peak will post its final determination with an explanation of its decision on its website and issue 

a notice of the posting.  Peak will retain a record of its final determinations on its data-sharing 

website to document its decisions and to assist other data requestors in preparing initial data 

request applications.    
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 VII. Appeal Process 

Data Requestors or affected Data Providers may appeal an adverse decision. The appeal process 

is as follows. 

 Within 30 days of the posting of Peak’s final determination, a party receiving an adverse 

decision may  submit a written appeal stating their case.  The written appeal must clearly 

explain how Peak’s final determination was based either on an error of fact or the 

misapplication of the vetting process.  Assertions of misapplication of the vetting process 

must relate to Peak’s determination of the sensitivity level of the requested data, Peak’s 

determination of the validity of the request, or Peak’s determination of the viability of the 

requestor.    

 Upon receipt of the written appeal, Peak will convene a Data Request Appeal Panel 

(DRAP).  The DRAP will consist of one representative selected by the Data Providers, 

one representative selected by the non-data-providing members, and one member of the 

Board of Directors.  The representatives of the Data Providers and the non-data providing 

members should be selected from senior management and may not have been involved in 

any Peak decision to deny or modify the request and shall not have served on any DSRG 

that reviewed the request.   

 Peak will submit the written appeal to DRAP.  If a Data Requestor and one or more 

affected Data Providers appeal a decision regarding the same data request, the Panel shall 

consider the appeals together.   

 The Panel shall conduct its business in an open and transparent manner, and meetings of 

the DRAP will be public.  Peak Reliability is incorporated in Utah, which has strict rules 

regarding the closure of public meetings.  Under Utah law, the only legitimate reason to 

close a meeting of the DRAP would be to protect confidential information.  However, the 

role of the DRAP is not to review actual data, but to address whether Peak’s final 

determination was appropriate and not based on an error of fact or the misapplication of 

the vetting process, therefore, closing a meeting to review confidential data appears 

avoidable. 

 All decisions of the DRAP must be unanimous.  If unanimous decisions cannot be 

reached, the appeal will be denied.   

 The DRAP may overturn Peak’s final determination either approving or denying a data 

request only if it first determines that Peak’s final determination was based on an error of 

fact or a misapplication of the vetting process.   

 If the DRAP concludes that Peak’s final determination was based on an error of fact or 

the misapplication of the vetting process, then the DRAP may vote to overturn Peak’s 

final determination. If the Panel votes unanimously to overturn Peak’s final 

determination, the determination is overturned and the outcome final.  If Peak’s final 
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determination was to approve the data request, the request is denied.  If Peak’s final 

determination was to deny the data request, the request is approved. 

 


